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The Summary

o When an employee embezzles, an
entity loses resources and frust.

o Mishandling of the case can result in
additional loss of revenue during
litigation.

e An embezzlement examination must
balance the rights and responsibilities
of the employer and employee.

® Fraud examiners can help employers

keep equilibrium and avoid more

loss.
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COVER
STORY

An entity can lose
twice in an embezzle-
~ ment case. Consider
these 10 actions fo
avoid even more rev-
enve loss during the
fraud examination
and litigation.

Joe Mancha, an independent
CPA, determined that deposits
into the bank account of
Shelby Building Supply were
shorted by $285,000. He
wrote a report stating the com-
pany’s controller, Julie Mays,
was responsible for the loss.'
The owner of Shelby Building
Supply, Max Aiken, filed a
proof of loss with the insur-
ance company and recovered
the policy limits of $25,000 —
the maximum allowed under
the policy. But Max also
wanted a “pound of flesh”
because he knew Julie had
gambled all the money away
and he would not be able to
collect the loss.

By Ralph Q. Summerford, CFE, CPA,
CVA, and Robin E. Taylor, CFE, CPA/ABV,
CvA, CBA




Max turned the matter over to the local district attor-

ney who took the case to the grand jury, which prompely
returned an e'r'ldt't:mzcm. During the trial, with no more
festimo-

evidence than Joe Mancha's schedule and Max's

ny at trial, the jury only took 10 minutes to return an
acquittal against Julie. And now there was big money at
stake — Julie filed a defamation suit against Shelby
Building Supply, Max, and Joe, in which she claimed —
among other things — mental anguish and damage to her
reputation. She asked for $1 million in damages. Julie’s

husband also filed a suit against the men and the company

" He only

wanted $300,000. The employer (along with its owner

and claimed damages from “loss of consortium.

and accountant) were faced with double jeopardy — they
were about to lose twice.

When an employee embezzles, the employer loses on
several levels. Not only has the entity suffered a financial
loss, but there is a loss of trust. To make matters worse,
the way the case is handled can determine if there will be
an additional loss of revenue when it is litigated. Here we

will review what I consider 10 of the most important con-

siderations in an embezzlement fraud examination that

may keep save an entity from more than embarrassment.
TOP-RANKED FINANCIAL CRIME

ccording to Safechecks (www.safechecks.com), embez-

zlement has been the top-ranked financial crime for

more than 30 years. Recent studies indicate that
emplovec embezzlement accounts for the majority of emplover
losses through emplovee fraud. The size of the losses is stagger-
ing. [n a 2003 global PricewaterhouseCoopers survey, the
respondents” average loss per entity for asset misappropriation in
a two-year cinte period was USS1,388,731. The U.S. Chamber
of Commerce cstimates the annual cost of emplovee theft alone
at more than 34 billion in the United States. Embezzlements
can occur in entities of anv size and sophistication. Elaborare
systems of internal control are often installed. Even those svs-
tems can be ineffective when an emplovee is in collusion with
another employee or an outside vendor.

The fraud examiner can do much to maximize the potential
for a happier ending through properly structuring the investiga-
tion. These 10 cunx'iderutiom are not necessarily listed in order of
timing or importance. All of them arc important and the timing
of many considerations will overlap. Obviously, because each
embezzlement assignment is unique, you will emphasize some

points over others and vou will add considerations not on this list.
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No. 1. Contact the Insurer

The emplover’s insurance company should be contacted imme-
diately. The fidelity or emplovee theft premiums may have been
paid, but many employers fail to acrually read the policies.
Failure to put the insurer on notice of a potential loss can void
the coverage in some cases. Most policies | have seen have a 30-
to 60-day notice provision. Although a proof of claim is not
required to be filed until months after the notification, the fail-
ure to notify the insurance company when the insured could
reasonably have expected there may be a loss can void the cov-
erage. Also, many policies will pay for the investigation or at
least a portion. Fraud probably is an unusual event for the enti-
ty's management so it will have little experience and will need
euidance. The episode will be highly emortional so it is very easy
for them to overlook basic steps.

I examined a case in which a trusted employee stole from
the entity and was later caught but after restitution was placed
hack in her same position of authority. The entity never
informed the insurer and legal authoritics and so unknowingly
violated the cmplovee theft provisions of its insurance policy.
When the employee later stipped back into her old ways and
stole again, there was no insurance coverage for the crime even
though all premiums had been paid because the provisions of
had been violated.

Also, consider the statute of hmltdtums. Being a day late in

the policy requiring notlﬁmtmn clearly
a civil matter can mean no recovery.

No. 2 Contact Legal Counsel

The emplover should be urged to immediately contact compe-
rent legal counsel to discuss the sicuation. This is not a place for
self-diagnosis or amateur lawyering. An attorney who handles
general corporate matters is not the person to hundle rhis situa-
tion. The best bet is someone who has practiced in this area
with experience either as a prosecutor or in a Jdistrict attorney’s
office. By mishandling an embezzlement case. many enrities find
that they can lose twice: the emplovee has stolen but his or her
rights were violated during the process of the investigation. The
second loss can be more paintul than che first especially if che
entity has to write a check ro the supposed “victim™ and cannot
fully recover the fraudster’s ill-gorten gains.

No. 3 Deal with ‘Alleged’ Perpetrator

Once an emplovee is suspected of embezzlement or even caught,

at least three courses of action are possible:

® rerminate the emplovee immediately;

® place rhe emplovee on administrative leave with or without pay; or

e o not confront the emplovee until evidence is developed.
Managemenr (especially owners) will usually prefer to ter-

minare immediately. If the assumption is wrong abour the perpe-

rrator, the entity can easily be facing a suit for wrongful dis-

missal, slander andfor libel. [ prefer to get the investigation

underway and discover evidence of sufficient predication before

termination. Additionally, under common law, employees have

a duty to cooperate with employers in a legitimate investigation.

If the person is still emploved there is a good chance you can

actually get bank and tax records from the perpetrator to prove

the fraud. The circumstantial evidence can go a long way in

The WhitePaper



According to Joseph T. Wells, CFE, CPA, in his book
“Occupotional Fraud and Abuse, ” embezzlement is a spe-
cinl type of froud: on employee not only steals the ossefs
but that person also violates o fiduciary duty to hold the
assefs for another where there is trust or o high degree of
good faith. Black’s Law Dictionary says, “To ‘embezzle’
means willfully to take, or convert to one’s own use,
another’s money or property of which the wrongdoer
acquired possession lowfully, by reason of some office or
employment or position of frust. The elements of ‘embez-
zlement” ore that there must be a relofionship such as that
of employment or agency between the owner of the

Anatomy of Embezzlement

been embezzled must have come into the possession of
defendant by virtue of that relafionship and there must be
on infentional ond fraudulent appropriafion or conversion of
the money.”

The key here is the money come info possession of
the wrongdoer by reason of employment or position of
trust. The froudster will be someane who is in o position of
trust, often the long-term and seemingly loyal employee.
Unfortunately, this injects the added issues of emofion ond
a sense of betroyal into the theft. Combine this with ofher
elements spinning off the classic froud friongle and the
story of the crime fokes on the elements of o dassic mys-

Those other elements can include:
@ need or greed: unusual financial strains or offer Jess sup-
portable mofivations create the mindset fo steal;
o revenge: employess feel wionged, and see employers os
unjust, corrupt or discriminatory;
o thill seeking: foking the opportunities, employees steal
becouse they can;
® deniol: some employees rafionalize their thefts as fem-
porary loans or as entiflements based on post under-<com-
pensation; and
e oddiction: dishonest employees often confinue to steal
until they are cought.

money and the defendant, the money alluded to have tery novel.

proving a case and gives the fraud examiner the best chance to
remain in contact with the perpetrator and uncover the full
fraud scheme or schemes.

The entity’s policies or contracts should dictate if it places
the employee on leave. which it should do only after sufficient
predication exists for a fraud examination.,

[ alwavs want the employee available because we may
uncover fraud faster through interviews than forensic exami-
nation of boxes of documents. Sometimes during the course of
an interview the suspect implicates other emplovees on other
past frauds.

Try to avoid exposing the emplover to defamation claims.
Was this really embezzlement? Was a crime really committed?
Incompetence can often appear to be criminal. Avoid jumping
to conclusions but criminals can often hide behind cloaks of
incompetence and they often wear their outer garments so well!

The entity should not prematurely disclose information to
the wrong parties. This is especially damaging when it does
not know the full extent of the fraud and the number of per-
petrators,

No. 4 Prepare Action Plan

Here is a dangerous mistake: jumping into an assienment with
little or no planning. An embezziement fraud examination can
be complex so organized documentation is necessary. A proper
plan does the following:

® maximizes efficiency;

e ensures that you do not overlook important steps of the inves-
tigation;

e Jocuments compliance with professional standards regarding
planning, supervision and due professional care;

® speeds completion of the written report at the close of the
investigation;

e allows the fraud examiner to recall pertinent dertails of the
work at a later date. (The actual testifying may occur several
vears later. “I'm sorry, I can't recall” is not the answer you want
to provide in court.); and

e allows greater efficiency on future assignments as a reminder
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of what works and what does nort.

The approach to an embezzlement case is to follow the steps
in a typical fraud investigation — examine documents and then
interview:

e neutral, third-party witnesses;
e corroborative witnesses;

e co-conspirators; and

e the suspect.

You can conduct most of the document examination covert-
ly without placing everyone (including the suspect) on notice.
Reviewing the documents can produce fruitful evidence of the
crime, which vou can use during interviews to guide the examination.

The timing and order of the interviews are crucial. Once
vou start interviewing, everyone knows the examination has
beoun. Talk first with managers who may be directly affected by
the loss or those that may be usetul in the investigation. Tell
them that they should not disclose any of the information that
vou have to tell them.

It vou have not identified the suspected perpetrator, you
will need to cast a wider net and bring in all individuals who
may have had the opportunities and access to commit the fraud,
which will provide documentation that you did not single any-
one out for discriminatory scrutiny.

No. 5 Act Quickly

Direct observation rarely catches employee theft. Usually a tip
or specialized audit procedure uncovers embezzlement. The per-
petrator’s scheme or schemes likely have been ongoing. The
financial impact may be material and will probably be greater
than first suspected. The employer must move quickly to stop
the damage.

No. 6 Know Employer’s Rights and Responsibilities
The employer has a right to conduct a fraud examination and a

responsibility to stockholders to investigate and seek to recover
losses by theft. The complex series of laws dealing with employ-

EMBEZZLEMENT continued on page 42
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EMBEZZLEMENT continued from page 33

ee rights in the workplace does not necessarily have to hamper
the examination. The rules must simply be followed. (Sce the
next section.) However, the emplover must treat all emplovees
An inconsistent track record can later be used
against the employer.

consistently.

No. 7 Know Employee’s Rights and Responsibilities

Read the employee handbook. [t may outline the emplovee’s
rights in such situations and his or her responsibilities.
Generally, an employee has a fiduciary duty to comply with the
emplover’ investigation of their possible fraudulent acts. Failure
ro do so can lead to termination of emplovment.

A U.S. employee has certain rights to privacy, which may
be open to interpretation and state Taw regardless of a company
policy. They also have rights under the provisions of the
Employee Polyeraph Protection Act and the Fair Credir
Reporting Act, among others. Ask an attorney for details. (For
the latest on European Union emplovee and emplovers riches
legislation visit hrep:/feuropa.evint/index_en.hrm.)

Also, U.S. employees have constitutional rights and the
right to sue their employers under certain circumstances. The
Fourth Amendment to the U.S. Constitution prohibits unrea-
sonable scarches and seizures. The Fifth Amendment provides
that a person cannot be compelled ro give infarmation that
might incriminate him. The Sixth Amendment provides that a
person has the right to an attorney and o contront the witness-

ox against him.
S. Constitution does not
limit the powers of private employers in conducting a corporate
investication. However, that rule is subject to several limita-
tions. Although a private emplover usually

The gerenal rule is that the U

cannot be sued for a
violation of the Fourth, Fifth, or Sixth Amendments, these pro-
visions still have important implications for the fraud examiner.
Some form of *(U.S.) state action” must be involved when an
cemplovee sues and employer for the violation of a constitutional
richt. (State action is involved during any investigation by a
state or federal entiry, including investigations of their own
emplovees.) There are no rules regarding when an investigarion
can he considered to involve U.S. state action. However, the
following examples could be considered to involve state acrion:
e investigations conducted by a private company but at the sug-
gestion of the state or federal authorities;

e investizations begun by a private company that later are taken
over by or expanded by state or federal authoricies;

e joint invesrigations with or aided by state or federal nudmritics;

e investigations conducted by a private company that are
required by stare or federal law; or

e scarches or inrerrogations conducted by outside investigators
who are off-duty state, local, or federal authorities.

If a private entiry conducts an examination in accordance
with ULS. federal taws, the entity's internal investigation may or
may nor be considered state acrion.

For example, in the case of Skinner v. Ratheay Labor
Executives Ass'n, 489 U.S. 602 (1989), the U.S

tound that a private railroad acted as an agent

- Supreme Court
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Find Public Records
Duickly & Easil
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The Sourcebook to Public Record
Information is the comprehensive
guide to over 20,000 government
agencies including county courts,
county recording offices, state
agencies and federal courts.

tor the government when it complied with the
provisions of the Federal Railroad
Administration Act in administering drug
Under the regulation at
issue, the railroad was required by law to con-
Juet the test and the Federal Railroad

tests to its employees.

Administration was authorized to receive the
test results,

[f & company is conducring an investiga-
tion pursuant to such federal laws as the
Securities Exchange Act of 1934 or the
Foretgn Corrupt Practices Act of 1977, the
company should be aware of the possible
mplications of state action. Therefore, obrain
legal advice before taking any adverse action
against an emplovee.

No. 8 Secure Data

pu BL

Replaces fhe Guide fo

Backoround Investigafions!!!
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Profiles include access procedures,

access restrictions, fees, Internet
addresses, phone numbers, street
addresses and more.

BRB Publications

Available at the CFE Bookstore
or from the publisher.
1-800-929-3811
www.brbpub.com

The employer must take immediate steps to
preserve data. Fraud deals with issues of
“intent” and proving intent is generally
through circumstantial cevidence. Evidence
that goes to the issue of intent must be gath-
ered and preserved.

Data to be secured includes anything that
the emplovee touched in his or her role art the
organization, Steps may include the following:
e Mirror the hard drives of the computer used
by the emplovee at the office or plant prefer-

The WhitePaper



EMBEZZLEMENT continued from page 42 mativations for the fraudster. Still, provisions of the U.S. Fair

. . o _ Credit Reporting Act usually require notifying the emplovee

ably without the employee’s knowledge. This will provide o AN T o .

‘ - e 4 that the check is being made. We usually notify all emplovees in

complete snapshot of the data on the drive and allow it to be . PR
: ) ) ) , . a department or group that we mav he performing checks and

reviewed at a later date without destroving the integrity of the . ; ) ,

A ' R we abo advise them they have a richt to receive copies.
underlving Jdata.
e Mirror copies of the hard drive server in the entite’s nerwork. . L
P . _ , , No. 10 Remember Iceberg Principle

® Secure copics of all clectronic backups in the network and R T .

. Fraud = Lke anceberz. Whar i seen mav only be a small pare

local drives. - SR 3 - . Pl ) ,

f the whole. Manv ochers mav have been involved in the fraud

e Sccure original data, including printed copies of ledoom and

A oo o1 are those involving
subsidiary journals, vendor invoices, bank staremens om0 2o = S -
Y i : colliston wath sthers within or ourside the entity. For example,
tents, etc. All documents should be catalogeld. Elecor noz - : - X S
. L ; O emnbes Tie involves the use of hictitious
great but ultimately it is just a tool to lead ve s the —om i ¥
i T chdors of consultant-. Anv emplovee with the audhority to
source documents. The original documents moer = ' K & ok
sl a >orcinc.

e Sccure floppy diskettes that the empl e = e 1o keep 2 _ . 2 R :

2 A fraud-

selected data off hard drives.

_ srer s nrst admisstort 1= onlv a small le storv. The

e Search the employee’s desk ind = oo - 1= the er -

ATl

rrue trawd tthe other Y0 percent) may ke greater. broader, and
property that the emplon

nuer thuar vou oriinally envisioned.

though many emplovee handbooks communicate that emploves
right, be sure to review vour plans with the ennov’s attomey.

L ; : ) . PREVENTING EMBFZZLEMENTS
® Once an emplovee = nonmed that he or she 1s the subjecr of i

. o - S ; ) Flere are some wavs to help prevent entity embezzlements:
the investigation. the emploves should not be allowed to touch S - T - .
5 . _ . * Review hiring policies to keep people of questionable back-
compurers ot romoo oot hing ther than personal items from . o
T - ; - _ o ground from making ir to the pavroll.

the office. Tre conrlovee should be accompanied while in the N : - .

T . ; o . ® Restrict access to emplovee master files to prevent “ghost
office and w o lhel rmom the premises. The timing of such notifi- N . >

emplovees” and improper pav rates.

Canoun 1= a <para l==lle,

® Restrict access to vendor master files with strict procedures for

EMBEZZLEMENT continued on page 44

Tt overlook che ciplovee’s home compurer. Even if it
- wned by the entity, vou may be able to gain legal access 1o
the compurer if vou suspect it contains entity
intormation and software. The employece may
have been able to remotely dial from his or her

“ Certified Fraud Examiners Committed to Helping You”

INNOVATIVE...

office to this home computer so coordinate
cutting off access to both compurers.

Disconnect all access ro all computers from
the emplovee’s office as well as any access the

employee may have from a remote site, Also,
be sure to obtain the emplovee’s passwords and

modify them so they cannot be reused.
Because the employee may know the pass- i ———
words of others in the organization, it is a bet- S PRI AUDIT & CONTROL

Cides ave evervone chanee their pass- “The Internal Audit Professionals’”™
ter idea to have everyone change their pas DID YOU KNOW?

words to prevent the unauthorized access or

destruction of compurer. v PRI has been uncovering fraud and corruption since 1984.

Once you secure the data, vou have access v We serve Fortune 50 and small private companies by providing
to the emplovee's files including all current certified IT and forensic auditors trained to detect fraud.
emails and dClCt@d_ messages, which can be We specialize in franchisee. construction and vendor audits, three
brought back to life with data recovery soft- areas having great opportunity for fraud.
ware. Some embezzlement frauds become so We also serve our clients by completing financial, operational and
complex (such as lapping and kiring schemes) IS audits in the U.S.. Europe, Asia. Africa. and Latin America.
that a fraudster needs a separate computer file Al of our principals are CFE's with hands-on experience

to organize the scheme. A skillful technician . o , o . .
¢ investigating misappropriations and other improper activities.

can break a protective password on the file.

Chicago * Indianapolis * South Bend *
Nashville * New Orleans * Antwerp, Belgium

Background and credit checks allow the iden- (574‘) 237-0877 ~ (800) PRI-2003

tification of “need” and “greed” as possible

No. 9 Perform Background Check
of Suspect
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Perspectives
beyond the facts

Is vour company looking for better ways
to prevent fraud? Are you concerned vour
internal controls are not operating effec-
tively? At Navigant Consulting, we have
forensic specialist
Examiners wh
industry exp
beyond the
analysis and da
solutions and Sarb
Our fraud and inter
understand the comp
ulatory environment in swhi
When risk, distress or uncer
vour interests, look to us fc
answers. Look to us for direction.

istance
rorm forensic
ternat audit
compliance.

ecialists

and reg-
perate.
threatens

than

Navigant Consulting - turn to us
for directionfs].

Contact » Ariel Ramirez, CFE, CIA, CFSA
Direct: 703.734.5939
aramircz@navigantconsulting.com
www.navigantconsulting.com

NAVIGANT

CONSULEING

D2003 Nawgant Co
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EMBEZZLEMENT continued from page 43

additions and modifications.

¢ Scparate the cash/banking function
from the accounts receivable function.
e Prorect all check stock and destroy
obsolere stock.

o Mail vendor checks. Do not return
them to the operating units that
requested the pavments.

* Reconcile bank accounts on a timely

basis. Parties issuing the checks and
handling deposits should not be
allowed o perform the reconciliations.
® Rotate personnel or functions in
critical financial arcas on a regular

basis,

A DELICATE BALANCE

An offective embezzlement investiga-
tion requires the interplay of several
Jiverse elements. There must be a bal-
ance between the rights and responsi-
hilities of borh the emplover and the
eniplovee. The days of effective do-it-
vourself legal representation and fraud
investigations are over for employers,

Are You

CFEs can help emplovers keep their
cquilibrium and avoid even more rev-
enue loss during the case’s examina-
tion and litivation.

Ralph Q. Summerford, CFE, CPA,
CVA, is president of Simmerford
Accountancy, P.C., a litigation support
form in Birmuingham, Ala., that specializes
in fraud examinations and forensic
accounting. His email address is:
ralph@summerfordcpa.com. Robin E.
Taylor, CFE, CPAJABA, CVA, CBA,
is @ parmer in the Birmingham. Ala.
office of Dixon Odom PLLC. He special-
izes i business valuation and forensic
accounting. His email address is: riay-
lor@dixonodom.com.

The facts of this cuse ave true, but the names
have been changed to protect the guiliy and the
nnocent.

- PricewaterhouseCuopers in association with
Wilner, Cutler & Pickeving, wiww.pucglob-
al.comfexnebfnesurires nsfldocid/65ECO3F 2
23DCDAD7ZS3256D4D004ECD3E

At Risk?

Detect and Prevent...

Check Fraud
DEPOSIT CHEK®
= Combat deposit and payment losses
= Access the most current account status

m and item level information

DECISION CHEK,,, MICR

= Enhance check acceptance deasions

8 Real-time notification of high risk items

= Prevent over the counter losses

F

Identity Fraud
IDENTITY CHEK,,

= Detect new account fraud

®» Comply with OFAC requirements

® Perform non-documentary verification

Early)
anW ning

Primary Payment Systems= provides a suite of Early Warning... solutions
used in the detection of high risk deposits, payments and individuals.

www.primarypayments.com

The WhitePaper



