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by Ralph Summerford 

Y ou may have heard the 
saying, 'Knowledge is 
power." However, to o b  

tain knowledge in the area of 
fraud, one must h t  be able to 
access information, as well as 
organize and interpret it in 
m e m  ways. 

Investigating the area of 
fraud is no exception. Fraud 
most often occurs when its uer- 
pehators think that the or&. 
zation does not have the time 
or the resources to explore pos 
sible links in seemingly unrelat. 
ed data. 

Therefore, examinations 
should not consist of merely 
collecting and analyzing vol. 
umes of information and data; 
we need to cross-reference 
data in order to demonstrate 
possible relationships. Cross 
referencing, and automation of 
this process, enables fraud ex- 
aminers to take a proactive a p  
proach when obtaining the 
knowledge about possible 
anomalies within the com- 
pany's business processes and 
practices. 

Audlthg accoanbs payable 

When doing an accounts 
payable audit or examination, 
you can perform a series of 
crossreferences. They will usu- 
ally occur in this manner: 

1. Cross-reference purchase 
orders with receiving dockets 
to ensure that all ordered ma- 
terials have been received. If 
they are not received into in- 
ventory, but have been ordered 
and WU be invoiced, the inven- 
tory system will not be short 
inventory, but the fraudster 
will have gotten away with the 
materials. 

2. Cross-reference invoices 
with receiving dockets to en- 
sure that eve- that is in- 
voiced has been received. 

3. Cross-reference invoices 
with purchase orders to ensure 
that proper authorization has 
been given to purchase. 

4. Cross-reference checks 
with invoices to make sure that 
someone is not paying them- 
selves without a proper invoice 
and that the dollar values 
match. 

5. Crossreference the vendor 
master or the approved vendor 
list with the check mail address 
(use the Zip code) to make sure 
that checks only go to approved 
vendors. 

6. Cross-reference the cheek 
value with the purchase order 
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ng is key to fraud examinations 
value and with the invoice 
value. 

7. Crossreference the vendor 
master with the employee mas- 
ter (on Zip code, phone num- 
ber, EINSSN) to find phantom 
vendors that have been set up 
by employees. 

8. Do duplicatm tests on the 
following items to find phan- 
tom vendors and employees, 
and duplicate invoices: 
+ Invoice numbers combined 

with vendor number, 
+ Invoice numbers combined 
with vendor zip code; 
+ Dollar value of invoice with 
vendor Zip code; 
+ Employee Social Security 
numbers; 

Vendor EIN numbers; 
+ Invoice numbers in the check 
register; and, 
+ Dollar values and dates in 
the check register, and in the 
invoice file. 

A proactive approach 
through automation 

Setting up a cohesive, auk+ 
mated system enables a fraud 
examiner to take a proactive a p  
proach to fraud examinations. 
Automation enables a b u d  ex- 
aminer to catch the frauds 
when they are small or when 
problems are mere 'mistakes" 
and have not risen to the level 
of 'intent to defraud." 

This approach reduces :,, - 
tom line losses, as well 
cost and implications smi- 
nating otherwise goc . mploy- 
ees who would no* defraud, 
given that the prop6 measures 
were in place. 

An autom~ted environment 
enables you to simply set up an 
application that would perform 
all of the above tests in a com- 
puter-based data analysis soh- 
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tion such as ACL software. Im- 
mediate access to the data is es 
sential, and using such soft- 
ware can speed up the audit 
proce'ss to give you immediate 
crossreferencing results. 

If your data resides in an 
ODBC-compliant database 
(such as Oracle, or any other ac- 
counting system based on an 
ODBC-compliant database, 
such as PeopleSoft), you can 
use ACL to automatically ac- 
cess data. Automated access to 
non-ODBC systems, such as  

mainframes, can be achieved 
via ACL for MVS to access DB2 
and other common 05/390 for- 
mats. If data is stored in neither 
of the above environments, you 
can achieve automation in part- 
nership with your information 
systems department. A pro- 
grammer can create automated 
extractions that download the 
files that are needed for each 
testjng period, and automatical- 
ly put them on the network (or 
uploads to the 0S/380 system) 
for testing. 

A p p u t e r - b a s e d  data 
analysis tool, such as ACL, can 
then include the definition of 

the datafiles in its automation. 
Once the data becomes avail- 

able, each of the above cross- 
references or duplicates tests 
can be done with a sequence of 
commands in an ACL batch. In 
a Fortune 600 company, the en- 
tire batch (all tests run simulta- 
neously) runs on a quarterly 
basis, and might take anywhere 
from a few minutes to an hour 
or so to execute. Of course, run 
time depends on the number of 
transactions to be tested, and 
the speed of the computer on 
which the test is performed. 

The end result would be a list 
of flagged transactions or mas- 
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