


legal issues

Additionally, background information
called metadata (Inherent with electronic
data) can turn up skeletons you had no
idea existed. Knowledge of the location of
data, storage methods and document types
is critical. The inventory should include the
location and storage formats of electronic
data. One thing is certain with ESI: What
you do not know will inevitably haunt

you. Any information stored and/or used
by computer technology is considered

to be electronic evidence discoverable in
litigation. Relevant information may exist
in a variety of locations and various forms.
Be careful not to overlook basic categories
of data, including:

ACTIVE DATA — Information readily
available and accessible to users. Active
data include the files listed in a directory
listing and can easily be viewed through
file manager programs.

AUTOMATICALLY STORED DATA

— Automatic backup features commonly
create and save copies of the file being
worked on in order to help users recover
data lost due to a computer malfunction.
On most networked systems, file copies
are saved to the user's hard drive rather
than to the network file server. As a result,
a document (or some version of it) that was
purged from the file server may exist as a
file copy on the user's hard drive.

“GHOST” OR RESIDUAL DATA —
Residual data are information that are still
recoverable from the computer system, but
does not appear as accessible data when
performing a list file or directory command.
Residual data include deleted files or

file fragments, file slack and unallocated
space.

DELETED FILES — “Deleted” does not
mean destroyed. The process of deleting
a file merely indicates to the computer
that the physical space belonging to the
deleted file is available. All or part of the
deleted file may be recoverable.

SLACK SPACE — Because computer
hard drives cannot contain any space
that is truly empty, any leftover space

or “slack space” is automatically packed
with random data, including remnants

of deleted files and files viewed that the
user never intended to save. Think of it as
“‘digital packaging material” similar to the
old newspapers used to stuff the empty
space of a box of goods ready for storage
in the attic. Years later it is often the old
newspapers that are far more interesting
that the items that were packaged.

BACEKUP DATA — Network backups that
capture data saved on the network server
(typically excluding user drives) can
provide valuable ESI, though restoring
and locating relevant data can be
expensive and time-consuming.

ALL TYPES OF HARDWARE AND
SOFTWARE USED — Be sure to include
laptops, handheld devices, removable
storage devices, cell phones, etc. Often
overlooked, removable storage devices
often contain information long believed
to be purged from the network or other
hard drive.

METHODS BY WHICH DATA CAN BE
TRANSFERRED INTO AND OUT OF
THE COMPANY — Be careful not to
neglect sources of electronic data that
may reside or operate independently of
the standard corporate I'T environment,

including instant messaging, voicemail,
online storage repositories and/or Web-
pased e-mail

RETENTION/DESTRUCTION
SCHEDULE — Define how, where and
how long to store electronic records,

and develop document destruction
schedules based on document type, legal
requirements and business needs. As
e-mail retention policies have long been
a challenge for companies, consider the
automatic destruction of e-mail unless
the recipient or author consciously stores
the message as a business record. Once
developed, be sure to consistently follow
your retention/destruction schedule.

RESPONSE PLAN — Implement
procedures for ensuring that document
destruction can be quickly suspended
should the need arise. A litigation
response plan that sets forth a road
map to quickly identify the types

and locations of records that might

be potentially relevant to pending or
threatened litigation is a critical part of
your retention policy. To be effective, your
litigation response plan should include
the steps for identifying, capturing and
preserving potentially relevant data,
preferably in its native format.

Once you have your newly crafted
or recently updated electronic document
retention policy, be careful not to leave it
unattended for too long. The electronic
world of document retention is nothing
short of a moving target. Be proactive
and conduct periodic audits of your
policy. Make adjustments as necessary.
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